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Situation Analysis 
Endpoints play a pivotal role in the delivery of enterprise IT services that facilitate 
productivity for employees. Without an endpoint of some kind, employees revert to 
manual processes, pen and paper, and printed notices on the bulletin board in the 
lunchroom. While few organizations deliberately embrace this approach in 2021, 
many are not enacting the protections required to keep endpoints healthy and 
employees productive. 
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RANSOMWARE THREATS 
Ransomware has become a significant threat in recent years, with the WannaCry 
attack in 2017 a pivotal illustration. Major ransomware events in May 2021 
included the Colonial Pipeline attack and several hospital systems around the world. 
In the first four months of 2021, nearly 300 enterprises were compromised by one 
of only six of the ransomware variants in the wild.6 Ransomware gangs are adding 
other nasty tricks to their arsenal, including data exfiltration prior to encryption, 
extortion of ransom payments through the threat of publishing breached data, and 
even financially motivated outreach to the consumers whose data was breached. A 
protected backup of data is the quickest and least expensive way to recover data 
compromised by ransomware. 

NEW WORKFORCE DESIGNS 
The health pandemic of the past year forced new workforce designs, including 
widespread working-from-home arrangements in 2020 and newer hybrid workforce 
approaches in 2021. Endpoint devices and data are under increased threat when 
employees no longer work in secured locations over known and protected 
networks. Threats include poorly secured home routers and free Wi-Fi networks, 
increased variation and usage of whatever endpoints are available (from a policy 
viewpoint, non-standardized equipment that is unlikely to be enterprise-class), and 
heightened likelihood that endpoints are not regularly patched. In addition, with 
fewer employees commuting to an office location regularly—if at all—it has 
become ever more difficult for enterprise IT teams, compliance professionals, and 
legal staff to gain physical access to an endpoint for IT assurance and compliance 
assessments. 

CONCLUSION: A DANGEROUS TIME 
As the situational context changes in line with the risks and trends outlined above, 
the need for real security over endpoints and edge devices becomes more critical, 
not less. It is a dangerous season of life to be throwing caution to the wind and 
decreasing the protections enacted over endpoint devices and data. 

Differences 
This section explores the differences between a policy-based enterprise endpoint 
backup solution and enterprise file sync and share (EFSS) tools, of which OneDrive is 
a prime example. Whenever OneDrive is mentioned in this section, the intent is to 
refer to a well-known example of an EFSS tool rather than putting OneDrive in the 
crosshairs. We avoided writing “OneDrive (or equivalent)” or “OneDrive (or 
similar)” each time because that makes a white paper hard to read, but we ask the 
reader to please note the reference is to a category instead of a single product. 

A DIFFERENCE OF ESSENCE 
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