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Voltage SecureData Integrations for Snowflake 

Product Highlights 
How Voltage Data Privacy and 
Protection Can Help 
The OpenText™ Cybersecurity Voltage Data 
Privacy and Protection framework includes 
critical capabilities from data discovery to 
disposition. Understanding the flow, use, 
and storage of data is key to compliance 
in today’s era of global privacy legislation. 
Organizations need practical tools to find 
data within the scope of privacy policies, 
automate tagging and enrichment of 
metadata, identify data subject information, 
and to assess risk. 

Voltage Data Privacy and Protection provides 
solutions that discover, analyze, and classify 
all data, whether structured, semi-structured, 
or unstructured. Policies covering the entire 
data lifecycle allow enterprises to act on their 
data with contextual awareness and deep 
insights from rich risk profile visualizations. 
Voltage SecureData Enterprise in particular 
uses standards-validated, data-centric 
security innovations to pseudonymize and 
anonymize sensitive information, to deliver 
persistent privacy for data wherever it 
resides, moves, or is used. 

Voltage SecureData Integrations 
for Snowflake Benefits 
The Snowflake platform provides several 
native, layered security options, including 
network security, identity and access 
management, transparent disk encryption, 
TLS, and standard data-at-rest encryption. 
Voltage SecureData Enterprise adds important 
data-centric protection options that enhance 
data security in the Snowflake Data Cloud in 
several critical ways: 

• Format-preservation for the usability of 
data in its protected form 

• Data security controls for data privacy 
regulation compliance 

• Persistent protection enabling multi-cloud 
and data sharing strategies 

• Flexibility of standards-validated and 
independently assessed techniques 

• Safe unicode support for all alphabets 

Data protected by Voltage SecureData 
Enterprise’s range of tokenization technologies 
retains its referential integrity, enabling 
customers to perform data analytics upon 
protected data sets. Voltage SecureData 
Enterprise preserves data formats so that the 
protected form of the data fits seamlessly into 
existing table schema. Reversible and 
irreversible methods for sensitive data 
types across all languages are provided. 
These methods include format-preserving 
encryption (FPE), secure stateless tokenization 

(SST), and format-preserving hash (FPH) that 
enable customers to pseudonymize and 
anonymize data, as required, wherever it is or 
wherever it must go. 

In addition, the mobility of data protected 
by Voltage SecureData Enterprise is 
unconstrained: data remains protected while 
flowing into or out of Snowflake, from or 

https://www.microfocus.com/en-us/cyberres/data-privacy-protection/data-discovery
https://www.microfocus.com/en-us/cyberres/data-privacy-protection/structured-data-manager
https://www.microfocus.com/media/data-sheet/voltage_securedata_security_ds.pdf
https://www.microfocus.com/media/data-sheet/voltage_securedata_security_ds.pdf
https://www.microfocus.com/media/flyer/tokens-and-tokenization-flyer.pdf
https://www.microfocus.com/en-us/what-is/encryption
https://www.microfocus.com/media/white-paper/voltage-securedata-cloud-wp.pdf
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Key Features 
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https://www.youtube.com/watch?v=ULZEcYTvjlc


for extended first-party, second-party, 
and third-party analytics. In other words, 
Voltage SecureData Enterprise Integrations 
for Snowflake enables you to lock down 
your sensitive data but still unlock the 
value in that data at scale. 

Learn more at 
www.microfocus.com/en-us/cyberres/ 
partners/snowflake 

“Our clients want to lock down their sensitive data, 
but still be able to unlock the value in that data at scale.” 

Head of Cybersecurity Practice 
Global Systems Integrator 

https://www.opentext.com
https://www.linkedin.com/showcase/9022/

