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Voltage SecureData Cloud & Analytics provides security servers and clients that enable 
applications, data, and data stores to interoperate with on-premises and in-cloud services to 
provide end-to-end protection across the data lifecycle. Voltage SecureData Enterprise by 
OpenText™ is FIPS 140-2 and Common Criteria validated and supports the industry’s broadest 
range of platforms and systems, from z/OS, and transactional systems such as Stratus VOS, 
to open systems such as Hadoop across distributions such as Cloudera and MapR, cloud 
services such as AWS EMR and Azure HDInsight, and high-performance analytics platforms 

https://www.microfocus.com/media/data-sheet/voltage_securedata_security_ds.pdf
https://www.microfocus.com/media/data-sheet/voltage_securedata_security_ds.pdf
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Data Pseudonymization with Voltage 
Voltage FPE, a mode of the Advanced Encryption Standard (AES), is a fundamental 
innovation which enables Voltage SecureData Cloud to provide high-strength, robust data 
encryption, while maintaining flexibility for use. An implementation of the FF1 method as 
presented in NIST SP 800-38G3, Voltage FPE is a cryptographic standard that provides the 
pseudonymization necessary to enable compliance with data privacy regulations at data field 
and sub-field levels, while simultaneously enabling organizations to run business processes 
and analytics on protected data sets. 

Voltage Secure Stateless Tokenization (SST) is an advanced, patented, data security solution 
that helps assure protection for payment card data on premises or in the cloud. Voltage SST 
eliminates the token database and removes the need for storage of cardholder or other 
sensitive data, enabling a vast reduction in the scope of a PCI-DSS compliance audit, for 
example. By using a set of static, pre-generated tables to consistently produce a unique, 
random token for each data value, such as a Primary Account Number (PAN), the speed, 
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Evolution of Hardware Security Modules to Cloud Environments 
Where Voltage SecureData Enterprise is used to migrate storage and workloads to cloud-
based environments, an HSM-based root of trust in the cloud may be important. nShield as a 
Service from nCipher Security, a certified Voltage alliance partner, supports Voltage Stateless 
Key Management, and is a subscription-based, FIPS 140-2-certified nShield HSM solution for 
generating, accessing, and protecting cryptographic key material separately from sensitive 
data. This cloud-hosted model gives organizations the option to supplement or replace HSMs 
in their data centers. 

Protecting Data and Enabling Analytics in the Clouds 
Low cost data storage combined with elastic computation and an ever-increasing range of 
data analytics services is succeeding in shifting the balance of big data deployments from 
on-premises to the cloud. But the external hosting of sensitive data carries additional security 
responsibilities and serious risks. Under the shared responsibility model, cloud providers 
will ensure that the hardware and software services they o�er are secure, but customers are 
responsible for the security of their own assets. 

Through ensuring that data is simultaneously protected and useable by cloud applications 
and services in its protected form, Voltage SecureData Cloud & Analytics not only eliminates 
the risk of data breaches introduced through missing or misconfigured security controls but 
also enables the adoption of a continuous data protection model in multi-cloud environments 
through removing the need for in-cloud decryption. While data is being moved to the cloud, 
it needs to be persistently protected across its life-cycle, at ingestion, at rest, and while in use. 

Voltage SecureData Cloud & Analytics can be integrated with: 

• Cloud ETL services, such as AWS Glue, Azure Data Factory, and Google Data Fusion, as well 
as other COTS ETL tools such as Informatica, Talend, DataStage, Ab Initio, and others. 

• Streaming platforms, such as Ka�a, NiFi, Storm, Streamsets, and Cloud streaming services 
such as AWS Kinesis, Azure EventHubs, Google Dataflow, and others. 

• Data lake services, such as AWS Simple Storage Service (S3), Azure Blob storage, Google 
Cloud Storage, AWS RedShift, Azure Databricks, Azure SQL Data Warehouse/Synapse 
Analytics, Google BigQuery, AWS EMR, Azure HDInsight, Google Dataproc, Snowflake, 
and others. 

• SQL and NoSQL database services, such as AWS RDS, Aurora, and DynamoDB, Azure SQL 
Database, Cosmos DB, Google Cloud SQL, and others. 

Additional capabilities include: 

• Voltage transformation on serverless compute services or Functions as a Service (FaaS), 
such as AWS Lambda, Azure Functions, and Google Cloud Functions, AWS Macie, AWS API 
Gateway, Google Data Catalog, Google Apigee, Azure Data Catalog, API Management, 
and others. 

Voltage SecureData 
Cloud & Analytics not 
only eliminates the 
risk of data breaches 
introduced through 
missing or misconfgured 
security controls 
but also enables the 
adoption of a continuous 
data protection 
model in multi-cloud 
environments through 
removing the need for 
in-cloud decryption. 

4 

https://content.microfocus.com/cloud-security-data-privacy-tb/selecting-the-right-?lx=8rSV2a&utm_source=techbeacon&utm_medium=techbeacon&utm_campaign=00134846
https://content.microfocus.com/cloud-security-data-privacy-tb/selecting-the-right-?lx=8rSV2a&utm_source=techbeacon&utm_medium=techbeacon&utm_campaign=00134846
https://content.microfocus.com/cloud-security-data-privacy-tb/selecting-the-right-?lx=8rSV2a&utm_source=techbeacon&utm_medium=techbeacon&utm_campaign=00134846


https://www.microfocus.com/media/data-sheet/voltage_securedata_sentry_ds.pdf
https://www.microfocus.com/en-us/what-is/cloud-access-security-broker?utm_source=everyonesocial&utm_medium=social&utm_campaign=00164297
https://www.microfocus.com/en-us/cyberres/data-privacy-protection/securedata-enterprise
https://www.microfocus.com/en-us/cyberres/data-privacy-protection/securedata-enterprise


https://www.microfocus.com/en-us/products/data-security-encryption/overview
https://www.microfocus.com/en-us/what-is/cloud-access-security-broker?utm_source=everyonesocial&utm_medium=social&utm_campaign=00164297
https://www.microfocus.com/en-us/what-is/cloud-access-security-broker?utm_source=everyonesocial&utm_medium=social&utm_campaign=00164297
https://www.microfocus.com/en-us/what-is/cloud-access-security-broker?utm_source=everyonesocial&utm_medium=social&utm_campaign=00164297
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• Enable data privacy compliance

https://content.microfocus.com/virtual-universe-dlc/data-privacy-business-driver


  
  

Connect with Us 
www.opentext.com 

https://www.opentext.com
https://www.linkedin.com/showcase/9022/
https://twitter.com/OpenTextSec
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